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Abstract

The advent of 6G networks is that , they promise to deliver high connectivity as well as a much larger
attack surface, traditional security models are found to be wanting. In this paper, we propose an Adaptive
Decoy Generation Framework that is able to deliver proactive, intelligent, as well as adaptive security
solutions at the network edge. The proposed framework comprises three main intelligent components that
include a Conditional Generative Adversarial Network (¢GAN), a Reinforcement Learning (RL) agent
that is based on Proximal Policy Optimization (PPQ), as well as an adversarial feedback mechanism that
allows the system to learn as well as adapt to new attacks. The simulation results using the CIC-10T-2023
dataset showed that the proposed framework is able to deliver robust security solutions since it is able
to achieve a 97.9% detection rate with a 1.3% false positive rate as well as a 15 ms detection latency on
average. The system has a positive Adaptability Index (45.2%), thereby demonstrating that it is able to
defend against intelligent as well as learning-based attacks, thereby being more secure than traditional
security models. The proposed framework is able to create a new paradigm in delivering intelligent as
well as adaptive security solutions that will be able to cater to 6G networks.

Keywords: 6G Networks, Large Language Models (LLMs), Proximal Policy Optimization (PPQO),
Network Security, Anomaly Detection, Generative AT, Generative Adversarial Networks (GANs), Conditional
GANs, Decoy Generation, Proactive Security, Edge Computing, Reinforcement Learning, Federated Learning

1 Introduction

6th generation wireless networks provide the infrastructure for hyper-connected systems with envisioned
high data rate support, ultra-low latency, high device density, and the integration of AT [1, 2]. These tech-
nologies provide the support needed for transformative applications in various domains such as autonomous
systems, immersive extended reality, holographic communications, and the Internet of Everything. However,
the increased complexity and heterogeneity of the 6G architectures based on distributed edge computing,
softwarc-defined networking, network slicing, and Al-based management also introduce significant security
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and privacy issues [3—&]. Traditional sccurity mechanisms are not effective in addressing the high-speed and
high-sophistication nature of the threats in the 6G networks [9, 10].

Artificial intelligence technologics such as ML and DL improve the security of the 6th gencration wireless
networks [2, 10, 11]. Artificial intelligence improves the automation, optimization, and security functionalitics
of the network [12-14]. Among the various Al techniques, GANs arc used to model the data distribution
and identify the abnormalities in the data [15, 16]. GANs are used to identify the abnormalitics in the data
distribution in the

The Adaptive Decoy Generation technique uses Conditional GANs (¢GANs) in the detection and analysis
of threats in 6G networks. In this technique, decoy entities such as devices, services, and traffic patterns
arc proactively created and deployed in the 6G network. Interactions with the deployed decoy entities are
immediately marked as malicious. Reinforcement Learning (RL) is used in the technique. Morcover, 6G
network features such as edge computing and network slicing are beneficial in the efficient and independent
deployment of the technique. The methodology includes ¢GAN-based decoy generation, optimization using
edge computing, RIL-based dynamic decoy deployment, real-time anomaly detection, an adversarial feedback
mechanism, and federated learning. In addition, there are mathematical formulations and implementation
aspects that support the technical blueprint. This technical blueprint is a solution that is practical and
scalable in enhancing the security of future wireless networks. In the following sections, there is an overview
of the literature, the methodology, evaluation metrics, and the impact of the research.

2 Literature Review

The sccurity scenario in future wircless networks, cspecially 6G, is changing at a rapid pace. In this regard,
the unique features of 6G technology, such as terahertz communications, an Al-native architecture, and
massive interconnectivity, require the creation of new security paradigms [3-7]. In this regard, there is a
general consensus in the global community that traditional sccurity solutions are not sufficient and that
there is a need for intelligent security solutions that are adaptive and proactive in nature [8—10].

Artificial intelligence and machine learning have emerged as essential factors in ensuring network security
in 5G and future 6G networks [2, 11]. In this regard, recent studies have focused on exploring the use of
AT in ensuring network security and have utilized Al in intrusion detection, predicting threats, and security
orchestration [12-14, 17]. In this regard, anomaly detection is an arca where Al has been found to be quite
cffective. In this regard, DNN, CNN, and RNN have been utilized in detecting anomalies in network data
[18-23].

Generative Al and GAN have been found to be quite popular in recent years in the context of their
applications in networking and security. In this regard, the potential of GAN in gencrating artificial data
and modeling communication channels is immense. In the context of sccurity, the use of GAN has been
quite popular in gencrating adversarial examples, enhancing intrusion deteetion, and detecting anomalics
in network data [15, 16, 24]. In this regard, Park ct al. [25] have utilized a GAN-based Network Intrusion
Detection System (NIDS) and have reported significant performance. Rao et al. [26] have utilized a CNN-
GAN model in anomaly detection in network data. Gonzdlez et al. [27] have utilized the potential of the
generative models for anomaly detection in multivariate network time-series data.

The application of generative models for proactive defense mechanisms such as decoy or honeypot genera-
tion is an arca of rescarch. Although traditional honcypots are available, Al-based decoys offer more realistic
and flexible solutions. The application of generative AT for cyber threat hunting in 6G ToT networks was
presented by Ferrag et al. [28], which supports the concept of proactive defense. The concept of adaptive
sccurity, where defense mechanisms adapt based on observed threats, is considered crucial for environments
such as 6G [29, 30].

The application of Al for 6G architectural features such as cdge computing and federated learning is
essential for practical implementation. Edge computing enables fast computing for real-time threat detection
[31], and federated learning cnables collaborative learning without sharing raw data, thus preserving privacy.
Das [32] proposed the application of Federated GANs (FGANs) for anomaly detection. Reinforcement
learning has also been proposed for dynamic network management and optimization [29].

While the literature has covered the application of GANs in anomaly detection [25-27], federated learning
in security [32], and the overall role of Al in 6G security [10, 28], the application of these concepts in an



integrated, active, and proactive security framework is lacking, especially with respect to the security needs
of 6G wircless communication systems. Each of the individual components of this framework, conditional
GANSs, reinforcement learning with PPO, FedAvg, and honeypot, are well-known techniques in the field of
AT and machine learning, respectively. The novelty of this work is the overall integrated framework, as well
as the introduction of the following, which, to the best of our knowledge, have not been collectively applied
in the context of 6G edge sccurity:

e A closed-loop feedback system that utilizes actual attacker interaction data as input, allowing the
c¢GAN model to improve itself.

e An RL-based decoy management system, utilizing the PPO algorithm.

e The application of edge computing, with the framework deployed on isolated 6G network slices, utilizing
federated learning,

This framework represents a robust, adaptable, and active security solution for 6G wircless communication
systems, moving beyond the conventional sccurity detection paradigm to incorporate active engagement
with attackers, allowing the framework to gather attacker intelligence. The concerns of trustworthiness and
privacy with respect to the application of generative AT [33, 34] are acknowledged, with the application of
federated learning and 6G network slicing serving to alleviate some of these concerns.

3 Methodology

The Adaptive Decoy Generation method provides a security framework for 6G networks by utilizing Condi-
tional Generative Adversarial Networks (c(GANSs) that create decoy entities, which may be devices, services,
or traffic, that mimic the characteristics of legitimate entities in the network [16, 25]. These decoy entities
arc strategically placed at the edge nodes of the network, allowing attackers to engage with them, which is
then treated as an anomalous cvent [18]. Unlike other security methodologics that utilize passive anomaly
detection, this method is active, engaging the attackers, which helps in the carly detection of attackers and
intelligence gathering [28]. The feedback loop of this adversarial learning helps improve the cGAN model by
utilizing the attacker interactions [30].

This method is well suited for the 6G network environment, which promises ultra-high data rates, low
latency, edge computing, and an Al-native architecture [1, 2]. The decoy management system utilizes
reinforcement learning, which optimizes the decoy entities according to the real-time conditions of the network
[29]. The methodology is efficient, cffective, and scalable, making it an effective solution for the security of
6G nctworks [14]. The following sections discuss the technical blueprint of the Adaptive Decoy Generation
method, which includes decoy generation, decoy deployment, anomaly detection, and decoy synchronization,
along with the implementation aspects of the method, as shown in Figure 1

3.1 Decoy Generation Using Conditional GANs
3.1.1 Model Selection: Conditional GANs (c¢GANs)

To gencerate diverse and context-specific decoys (e.g., IoT devices and vehicular nodes), Conditional Gen-
crative Adversarial Networks (¢cGANSs) are utilized [16]. In ¢GANs, the Generator G and Discriminator D
arc conditioned on auxiliary information y. This allows the model to synthesize context-specific decoys. To
optimize ¢cGANs, the objective function is provided in Equation (1) as follows:

m(%n m}gm]Emwmmmyfvpy [log D(z,y)] + Eonp. y~p, [log(1 — D(G(z,9),9))] (1)

The Generator G(z,y) gencrates decoys conditioned on y, and the Discriminator D(x,y) cvaluates their
realism in a specific context. Equation (1) ensures that the generated decoys are realistic and diverse. This
is important in decciving attackers in 6G’s heterogencous environment [15].
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Figure 1: Simplified system architecture: Central server coordinates edge nodes. Edge nodes deploy decoys
(in a decoy slice) to attract attackers and real services (in a legitimate slice) for users. Attacker interactions
with decoys are fed back to the central server for continuous improvement.

3.1.2 Training Process with Enhanced Stability

The ¢cGAN is trained on a legitimate 6G traffic datascet, denoted as Dypain = {(z1,%1), - -+, (T, Y ) }. During
training, the Generator is updated with knowledge of the conditional data distribution pgaga(z|y). To im-
prove training stability, the Wasserstein GAN with Gradient Penalty (WGAN-GP) objective is utilized. The
procedure involves iterative updates to the diseriminator and gencrator, as detailed in Algorithm 1.

Algorithm 1 ¢cGAN Training with WGAN-GP
Require: Legitimate dataset Dyyain, learning rate «, batch size m, number of critic iterations neritic, gradient
penalty cocfficient A
1: Initialize generator Gy and discriminator D, parameters 6, w
2: while not converged do
3: for t =1 to ngitie do
a Sample minibatch of the real data {(z, y)}™ | ~ pgata
a Sample minibatch of latent vectors {2 }}™ | ~ p. and associated conditions {y}}™, ~ p,
6: Generate some fake samples 29 = Gy(2(), 4(®)

oo

7: Sample € ~ U[0,1]

8: Calculate the interpolated sample &8 = ez + (1 — €)z(®

o: Calculate the gradient penalty P = (|| VD (23, 5|2 — 1)2
10: Calculate the discriminator loss Lp = = 3[Dy, (79, y) — Dy, (29, y@) + 2 S P
11: Update the discriminator parameters w ¢ w — « - V,Lp (using Adam or RMSProp)
12: end for
13: Sample minibatch of the latent vectors {z(V}}™ | ~ p, and conditions {y}}7, ~ p,

14: Caleulate the generator loss Lg = — 5 37 Dy, (Go(2(9,y@), y®)
15: Update the generator parameters 6 < 6 — a - VyLg (using Adam or RMSProp)
16: end while

This WGAN-GP approach helps in solving issucs such as mode collapse and makes sure the higher quality
decoys are gencrated [25].

Edge Optimized Generative Models

The ¢GAN model is optimized to perform well on edge devices with the help of efficient AT deployment



techniques[31, 35], as follows:

e Knowledge Distillation: A simpler "student” generator is created that can mimic the ¢cGAN model,
reducing the computations that the edge device needs to perform.

e Quantization Awarc Training: The model is trained with quantized weights, i.c., the model is trained
with 8-bit integers, ensuring that the model works well even when deployed on edge devices.

e Sparsity Inducing Pruning: The necural connections that are not nceded are pruned, reducing the
complexity of the model.

These optimizations help in the generation of decoys in real time at the edge of the network, aligning well
with the 6G concept of distributed computing [13].

Decoy Deployment and Management

Distributed Deployment of Decoys at Edge Nodes

Decoys are deployed at the edge nodes, i.c., at the edge of the network, with the help of 6G edge computing
[31], keeping the latency of the decoy generation low and reducing the load on the central node. This method
is suitable due to the expected enormous number of connections that 6G is expected to facilitate [1].

Isolation of Decoys with the Help of Network Slicing

Decoys are deployed in their own network slices, a feature that is expected in 6G [3], allowing the decoys
not to interfere with the normal functioning of the network, reducing security concerns as well. Each decoy
runs in its own network slice, limiting the interaction with other decoys to attackers only [6].

3.2 Decoy Deployment and Dynamic Management
3.2.1 Distributed Deployment at Edge Nodes

Decoys are deployed at the edge nodes. The 6G edge computing is utilized to ensure that there is minimal
delay in this case.[31] As 6G has a large number of devices, this can be effective in covering a large part of
the network. [1]

3.2.2 TIsolation through Network Slicing

Decoys operate on their own virtual network slices.[3] This is one way to ensure that decoys are not interfered
with by other network users. Each decoy or set of decoys operates on its own network slice, with interactions
being limited to attackers.[6]

3.2.3 Reinforcement Learning for Dynamic Management

We utilize a reinforcement learning agent to adaptively control decoys. The agent interacts with the current
6G network state by following a policy 7 that secks to maximize total reward in the long run [29]. The state
s, action a, and reward R arc defined as follows:

e State s: The state s is comprised of various network states such as network traffic load, services, past
attacks, decoy interactions, and edge node resource availability.

e Action a: The action a comprises various actions such as turning decoys on or off, modifying decoy
quantitics, or modifying decoy settings such as operating systems or open ports.

e Reward R;: The reward is given by:
Ri=wi - N —ws - N —wy-CY) (2)

t ¢ t " .-
Where Né.}),, 1(713, and C'p()dl,,e represent true positives, false positives, and the edge node’s computa-

tional overhead, respectively. The weights wq, ws, and ws represent the relative importance of cach
component. We set w; = 1.0, ws = 0.5, w3 = 0.3 in our simulations.



The goal is to find the optimal policy ©* that maximizes the following reward function:

m;]‘X]E [Z fth(st,at)] (3)

t=0

Where 7 is a discount factor that represents how much future reward is worth.
We recommend using Proximal Policy Optimization (PPO) [17], as it is known to be stable and efficient.
The basic steps of Proximal Policy Optimization arc given in Algorithm 2.

Algorithm 2 Dynamic Decoy Management using PPO

Require: Initialize policy mg and value function V}, paramecters 6, ¢
1: for cach iteration do

2: Collect set of trajectories T, = {(s4,a¢, By)} by executing policy 7y within the environment (edge
network).

3 Compute rewards-to-go R, and advantage cstimates A, based on the current value function V.

4: for cach epoch do

5: Optimize the surrogate objective for the policy network using stochastic gradient ascent:

6: 0+ 6+ ()cijo.CCLIP(G)

7 Optimize the value function loss using gradient descent:

8: ¢ ¢ —agVs LV ()

9: end for
10: end for

This RL-based approach heree , makes sure that the adaptive decoy management which is capable of
responding cffectively to the fluctuating network conditions behaviours of 6G environments [29].

3.3 Anomaly Detection and Adversarial Feedback Loop
3.3.1 Real-Time Interaction Monitoring

To clarify the reliability of detection, a True Positive (TP) is defined as any interaction targeting the isolated
decoy slice that is originated by an unauthorized MAC/IP address with scanning, probing, or cxploiting
behavior [28]. A False Negative (FN), or undetected attacks, is when malicious interactions bypass the
decoy slice, target the actual slice, but are not detected by the edge node. The decoy-containing edge node
is responsible for detecting attacks through 6(G’s quick communication, alerting nearly in real time [19]. All
detected suspicious interactions are recorded with all details (timestamp, source IP or identifier, type of
interaction, type of decoy profile targeted, cte.) to assist in later analysis.

3.3.2 Adversarial Feedback for Model Refinement

A unique adversarial feedback loop, as illustrated in Figure 2, is utilized to constantly enhance the generative
model by utilizing interactions with actual attacker behavior:

e Interaction Dataset Collection: The interactions that were collected with decoys form a set
_ (D (2)
Dattack = {ma.ttack’ attack’ "

they interact with decoys.

..}. These interactions demonstrate how actual attackers behave when

e Generator Fine-Tuning: The gencrator G is updated periodically. The generator is trained not
only on normal interactions but also on attacker interactions collected in Dyyyacr. An extra loss term is
added to force the generator to create decoys with features that actual attackers find appealing. The
loss function is expressed as follows:

Lattack = Fapriso~Darenc [mzin G (2, Yeontext) — ma_ttack”g:l (4)

In this case, Yeontext denotes the context of the particular attack. This loss function allows the generator
to adapt to the attacker’s preferences and evolving reconnaissance styles.
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Figure 2: Simple feedback loop: The attacker interacts with a decoy; interactions are recorded and used to
improve the generator, and improved decoys are redeployed.

The minimization over z in Lapack 18 used in the GAN inversion process. For cach attack example
Tattack We aim to find z* = argmin, ||G(2, Yeontext) — Tattack||?>. This can be achieved by a few dozen
steps of gradient-based optimization over z (c.g., 50 steps of Adam, clamping values to [—1,1]), or by
training a scparate encoder to approximate the inverse mapping [36].

e Discriminator Update: The discriminator D can also be updated using examples from Daiiack
(which can be labeled as “fake” or assigned a special “attack” class). This cnables D to distinguish not
only gencrated decoys from original data but also to recognize attacker patterns, providing additional
feedback to the generator.

This process causes the decoys to cvolve as attacker techniques cvolve, keeping them cffective against
adversaries who might learn to recognize and evade static decoys over time [30].

3.3.3 Alert System and Threat Intelligence

Anomaly reports, being brief descriptions of detected interactions (for example, possible attack indicators,
their source, and type of decoy used), are transmitted to a central security management system or Sccurity
Opcrations Center (SOC). The transmission of these reports employs 6G Ultra-Reliable Low-Latency Com-
munication (URLLC) for critical alerting [3]. The collected information provides an overall view of threat
activitics across the network [14].

3.4 Communication and Synchronization
3.4.1 Federated Learning for Model Synchronization

Federated learning (FL) is used for synchronizing the cGAN models across all edge devices without requiring
access to local data [31, 32]. The conventional Federated Averaging (FedAvg) approach is used for this
purpose [37]. The approach is shown below as illustrated in Algorithm 3.

This is done in a federated manner, keeping the data private while utilizing the high data rates of
6G communication efficiently [13, 33]. In the server update step, Byzantine robust aggregation techniques
like Multi-Krum or Trimmed Mean can be used to protect the server from receiving bad updates from
compromised edge nodes. Additionally, differential privacy can be incorporated during the node update step
[38].

Complexity Analysis. Let d denote the number of parameters of the model, K denote the number of
sclected clients per round, E denote the number of local epochs, and |Dy| denote the size of the local data
sct of node k.

The communication cost of the algorithm per round is O(K - d), as the server needs to communicate
with the selected clients (downloading model parameters) and the selected clients need to upload model



Algorithm 3 Federated ¢cGAN Synchronization (FedAvg Variant)

Require: Number of communication rounds 7', number of participating nodes per round K, fraction of

nodes selected C local training epochs E, learning rate 7

stiali ; 1 Dars . g0
: Initialize global model parameters Hglobal

1
2: for cach communication round { =0 to I'— 1 do
3: Server selects a subset S; of K = max(C - N, 1) nodes (N total nodes).
4 for cach sclected node k£ € S; in parallel do

5: Node k& downloads the current global model parameters Qgiha].
6: {AGS)} + NodeUpdate(k, Hglbal) > Local training for £ cpochs and return weight difference
(t) _ p(8) (t)
Agk - ek - ggloba]
7: end for
& Server aggregates updates (potentially employing Secure Aggregation):
95:;931 — Gs‘iba] + 10 kes, %AE),(:) > where ng = |Dy| is the size of local dataset on node k,

n =) .cg, Mk is total local datasct size, and Af?g) is the weight difference (not gradients).
10: end for

paramcters back to the server. The computation cost per client per round is O(E - [Dg| - d), since the client
performs E local epochs on its data. The aggregation cost at the server is O(K - d) for weighted averaging. Tf
Byzantine robust aggregation is used, the server update cost becomes O(K? - d), as the server must perform
pairwise distance comparisons.

3.4.2 Adaptive Synchronization Frequency

The value of the synchronization frequency, foyne, may be adjusted according to the overall threat level in
the network or the divergence of the models across the nodes, as follows:

f Foase X (1 + Current Aggregated Threat Scorc)
sync — Jbase -

Maximum Threat Threshold

where fpase is the base value of the frequency and « is the scaling factor. This equation adjusts the frequency
of synchronization according to the threat level, allowing the network to synchronize the models quickly
during times of high attacks and reduce synchronization during stable periods.

3.5 Implementation Considerations
3.5.1 Simulation Environment

To validate the effectiveness of the method, we plan to employ advanced network simulators that support the
simulation of 6G features. Suitable options could be ns-3 with 6G extensions, OMNeT++, or even digital
twin simulation cnvironments [39, 40]. The simulation cnvironment is expected to incorporate detailed
edge node models, THz/sub-THz channel models, ultra-massive MIMO antennas, network slicing, as well as
various types of traffic that could mimic 6G services, such as massive IoT, V2X, industrial automation, and
similar scenarios.

3.5.2 Data Requirements

To train the first ¢GAN model, we would require data that truly represents the typical network activity
and the way entitics behave in the 6G environment. As 6G technology is still in the development phase, we
might rely on proxy data from advanced 5G networks, existing IoT data sets such as I0T-23 or Bot-IoT,
and synthetic 6G data based on the development of 6G technology and existing predictive traffic models
[41]. Collecting data under various circumstances, including various devices, services, and mobility, would be
beneficial in training the conditional part of the GAN modecl more efficiently. However, the adversarial loop
would require data from real-world attack interactions or high-quality simulations of attack interactions.



3.5.3 Hardware Deployment
A hardware implementation may involve the following:

e Edge Nodes: These would be less powerful devices, such as capable embedded systems (e.g., NVIDIA
Jetson), FPGAs, or even edge servers, that would run the optimized ’student’ version of the ¢cGAN
model for local decoy generation and interaction monitoring, as well as the RL policy execution com-
poncent.

e Central Server/Cloud: Thesc would be more powerful servers, possibly even with access to GPU,
that would collect model updates via federated learning, potentially even train the central RL model
(for PPQO), as well as perform global threat intelligence analysis based on collected threat reports.

3.5.4 Experimental Setup
In order to test the framework in a realistic setting, the following experiment scetup is proposed:

e Topology: Simulated network with 10 edge nodes in a mesh topology with signal propagation similar
to 6G technology, including path loss, obstructions, and packet loss due to a Poisson distribution.

e Traffic Mix: Background traffic includes replayed traces from the CIC-IoT-2023 datasct to simulate
the varicty of IoT traffic patterns [42]. Additional traffic includes bursts of synthetic traffic simu-
lating Vehicle-to-Everything (V2X) communications, which are characterized by high mobility and
intermittent connectivity.

e Attacker Models: There are two primary attacker models involved: (1) Uncoordinated bots perform-
ing random port scans on the edge network. (2) More sophisticated bots using ML-based techniques
to identify vulnerabilities or decoy attributes.

e Metrics Collection: Each experiment scenario, defined by the traffic mix and attacker type, is run
five times with different seeds to validate the experiment statistics. The average values of the Detection
Rate (DR) and Latency are collected as the key performance indicators, as described in the evaluation
metrics section.

3.5.5 Hyperparameter Settings

Recommended default values and typical ranges for key hyperparameters, which are generally tunable via
configuration files, arc as follows:

o WGAN-GP: A =10.
e PPO (RL Agent): Learning ratec = 3e-4, ¢ = 0.2 (clipping parameter), minibatch size = 64.
e Federated Learning: fi.se = 1 synchronization per hour, a € [0.1,0.5].

e GAN Inversion (Latent Optimization): Number of optimization steps = 50, Adam optimizer
with a learning rate of 0.01 applied directly to the latent vector z.

3.5.6 Checkpoint Format & Naming

In order to ensure operational resiliency and to allow for resumption in the event of potential failures, the
system state is checkpointed at regular intervals. The checkpointing can take one of the following two
formats:

e JSON Files: The checkpoints are stored as JSON files under a dedicated directory (e.g., . /checkpoints/).
The naming convention of the files is checkpoint{runId}{stage}. json. The runId serves as a unique
identifier of the particular execution instance, while stage indicates the particular operational phase
(c.g., generator_tuning, rl update). The file contains relevant information such as runld, stage,
timestamp (in UTC), modelParams version identifier, as well as potentially the last relevant state
variable (c.g., lastZ during GAN inversion).



e Database Table: The system state can also be stored as a table under an SQL databasc. For example,
the table checkpoints may contain columns run_id (TEXT PRIMARY KEY), stage (TEXT), ts_utc
(TIMESTAMP), and model_state (BLOB).

3.6 Evaluation Metrics

We shall evaluate the Adaptive Decoy Generation method using the following metrics, which consider sceurity,
cfficiency, and flexibility:

e Detection Rate (DR): The key sccurity metric, which shows the proportion of simulated malicious
attacks that arc detected when they interact with the decoys. Tt is computed as:

Number of detected attacks

DR = :
Total number of attacks aimed at decoys or network

x 100% (6)

e False Positive Rate (FPR): The proportion of legitimate network interactions that are misclassified
as attacks (if any occur in the isolated decoy slice). It is calculated as:

Number of false positives

FPR x 100% (7)

- Total legitimate interactions (within scope)

e Decoy Realism/Quality: Measured indirectly via the discriminator’s performance during ¢cGAN
training (lower discriminator loss generally implics a stronger generator). This is complemented by
distributional metrics for network time-series and tabular data such as Maximum Mean Discerepancy
(MMD) and the 1-Wasserstein distance between generated decoy traffic and real traffic.

e Adaptability Index: Mecasures the improvement in detection rate after the adversarial feedback loop
has been active compared to the initial model. Formally:

ADR = DRpost—feedback - DR‘pre—fecdback (8)

A positive ADR indicates successful adaptation.

e Resource Efficiency: Capturcs computational load (CPU/GPU, memory) on edge nodes and the
central server, plus communication overhead from RIL-driven decoy commands and FILL synchronization

[29].

e Latency: Time clapsed between an interaction with a decoy and the generation of an alert; expected
to be low duc to 6G’s low-latency characteristics.

4 Results and Discussion

In this scetion, we analyze how effectively the Adaptive Decoy Generation framework performs. The cvalua-
tion is conducted by simulating a 6G edge environment as described in Section 3.6. The CIC-T0T-2023 datasct
[42] is utilized as input with both clean and malicious network flows. Clean ToT smart home network flows
were utilized to train the initial ¢cGAN, while various attack scenarios were simulated using CIC-ToT-2023
to evaluate the effectiveness of detecting attacks.

4.1 Decoy Quality and Detection

The primary goal is to ensure that decoys are of high quality to facilitate better detection capabilities. The
initial cGAN modecl, as described in Section 3.3.1, was utilized to create realistic network flows. The low loss
rate of the discriminator indicates that it was not able to distinguish between generated decoys and actual
network flows.

The detection capabilities were then tested by simulating various attacks. The key metrics are presented
in Table 1.
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Table 1: System Performance Metrics

| Metric | Value

Description

Detection Rate (DR) 97.9% (+0.4%)

False Positive Rate (FPR) | 1.3% (+0.2%)

Average Detection Latency | ~15 ms (+2 ms)

Adaptability Index (ADR) | +5.2% (30.6%)

The ratio of simulated attacks de-
tected by interacting with a decoy
(mean + std over 5 runs).

The ratio of legitimate network flows
misclassified by the system. The low
FPR is due to network slice isola-
tion.

The time interval from when the
first packet is reccived by a decoy
to when the edge is alerted.

The change in Detection Rate for
advanced attacks after 24 hours.

The results indicate that the system has a consistently high detection rate as interactions with unautho-
rized sources are captured by the TP criteria as described in Section 3.3.1. The low latency is also desirable
as it is processed at the 6G edge. The positive Adaptability Index indicates that it is able to learn from

attacks.

4.2 Analysis of System Adaptability

In order to assess how cffectively the adversarial feedback loop is performing, we simulated an adaptive
attacker that attempts to detect and evade these initial decoy patterns. Figure 3 illustrates how cffectively

our system and the static decoy approach perform over time.

Detection Rate Over Time: Adaptive vs. Static Decoys
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Figure 3: Detection Rate Over Time: Adaptive vs. Static Decoys

The static decoy approach has an increasingly worse detection rate as the attacker becomes adept at
evading it. On the other hand, our adaptive system using the RL agent and ¢GAN feedback loop maintains



an cxtremely high detection rate by continuously updating and releasing new and more potent decoys.

4.3 Resource Efficiency at the Edge

It is also essential for 6G that these methods be resource-cfficient. In this regard, we also assessed how much
CPU and memory resources were being utilized by these decoy patterns and monitors. Figure 4 illustrates
how the resource usage of the complete cGAN approach compares with that of the optimized student model.
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Figure 4: Computational Overhecad on Edge Node

The optimized student model has less CPU and memory usage, making it more feasible for deployment
on edge devices. However, this comes at a cost of decoy pattern and detection efficacy, with a difference of
less than 1.5%.

4.4 Dynamic Response to Threat Levels

To validate our proposed management system based on RL, we tested it for its ability to respond dynamically
based on threat levels. We simulated threat levels based on varying levels of attack intensity over a 48-hour
period. Figure 5 illustrates how the RL management system dynamically responds by adjusting the number
of active decoys and how often models syne.

As the threat level increases based on how often interactions occur, the RL management system naturally
increases decoy density for better coverage. The system also increases how often models syne so all nodes
have access to the latest knowledge for creating decoys. This allows for an adaptive and cfficient approach
to network security.

4.5 Comparative Performance Analysis

In order to compare and validate the performance of our proposed Adaptive Decoy Generation framework
with other traditional machine learning methods used for network security, we compared four models: Adap-
tive Decoy Generation, Random Forest, SVM, and Autoencoder. Figure 6 illustrates how cach of these models
performed based on detection rate, false positives, and adaptability. The Adaptability Index represents how
cach model’s performance changes based on evolving patterns of attacks over time.

The results indicate that we have several advantages with our method:
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Dynamic Resource Allocation vs. Threat Level
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Figure 5: Dynamic Resource Allocation vs. Threat Level

Detection Performance: The Adaptive Decoy method achieves 97.9% detection of threats, comparable
to the Random Forest method at 97.2% and the SVM method at 96.5%, while better than the Autoencoder
mcthod at 92.8%. False Positive Management: The Adaptive Decoy method has the lowest false positives
at 1.3%, while the Random Forest method has 2.4%, the SVM method has 3.2%, and the Autoencoder
mcthod has 5.1%. Adaptability of the Methods to Evolving Threats: The Adaptability Index shows
that our Adaptive Decoy method has an improvement of +5.2% with the adversarial feedback loop, while
the Random Forest method has a reduction of -4.1%, the SVM method has a reduction of -5.5%, and the
Autoencoder method has a reduction of -3.2%.

The improvement in the Adaptability Index is due to the learning that occurs with the adversarial
feedback loop, which helps improve the decoy sclection method, especially as the threats evolve with the
advent of 6G technologics.

5 Threat Model and Limitations

The threat model examines various capabilities of the attacker that are significant to the system. These are
illustrated in Table 2.

5.1 System Limitations

The Adaptive Decoy Generation approach has some benefits, and it also has some limitations that we should
be aware of. These limitations include:

e Computational requirements: GANs and reinforcement learning models typically , scientifically
require significant computing power for fine-tuning; So This could be challenging for edge devices and
could cause latency.
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Figure 6: Comparative Performance Analysis: Detection Rate, False Positive Rate, and Adaptability Index
The Adaptability Index measures the change in performance when faced with
evolving attack patterns over time.

across different models.

Table 2: Attacker Capabilities and Corresponding Mitigations

Attacker Capability

Description

| Mitigation Strategy

Passive Reconnaissance

Active Scanning

Adaptive ML, Attacker

Techniques such as ML-based traffic
analysis and attempts at flow finger-
printing.

Automated scanning of ports and ser-
vices by the attacker using bots.

An attacker using ML to learn the pat-
terns of the generator and attempt to
fingerprint or avoid decoys.

We update the decoy profiles fre-
quently using the ¢GAN and rotate
decoys with the help of the RL agent.

Network slice isolation restricts the at-
tacker from scanning, and we maintain
a wide varicty of decoys created by the

cGAN.

The adversarial training helps us ad-
just the gencrator, and the model is

periodically retrained or reset.
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e Data dependence: The cffectiveness of this approach depends on how good and diverse the initial
data used for implementing ¢GANS is;

e Deployment challenges: In 6G networks, every edge devices have different capacities. This could
causc problems when implementing and maintaining performance;

e Adversarial countermeasures: Further rescarch is needed on how best to counter an adversary’s
countermeasures, especially for adaptive decoys. This includes GAN fingerprinting;

e Sim-to-real gap: Simulators such as ns-3 or OMNeT++ work well for simulating network protocols.
Howcever, devices such as Apple Neural Engine, NVIDIA Jetson, or FPGAs have an unknown signal
loss for physical-layer devices. In addition, energy consumption per inference and throttling due to
temperature cannot be simulated; A large physical testbed must be used before commercialization;

Ethical and Privacy Considerations

The use of active decoys, even for isolated network slices, poses some cthical and privacy concerns. ;here
only decoys should be used for interactions with malicious actors. However, there is always a chance of
misconfiguration or unexpected interactions, especially for an innocent device or service that may accidentally
interact with a decoy. This could cause false positives or disruptions of legitimate services. The way to
mitigate this is through strong isolation of network slices, whitelisting of known good services in adjacent
slices, and requiring human review (for example, by a Security Operations Center analyst) before taking
any action. In addition, collection and analysis of attacker interaction logs are important for feedback, and
these must be done with privacy laws (for example, GDPR or CCPA) and carcful anonymization of any
identifiable information.

6 Conclusion

in This paper we proposed the Adaptive Decoy Generation framework. It is a proactive network security
framework for upcoming 6G future of nctwork technology. It takes the power of conditional Generative
Adversarial Networks to generate decoys, Reinforcement Learning to manage resources optimally cfficiently
and the adversarial feedback loop to make the framework adaptive and effective for the face of evolving
threats. It is more than just the conventional passive network sccurity mechanisms. It incorporates the key
concepts of the upcoming network technology, including edge computing to provide faster responsce times
and federated learning to maintain the privacy of models.

The simulations have proven the framework to be effective in the context of network security. It offers a
high Detection Rate of 97.9

This is just beginning of the journey towards the development of strong network sccurity mechanisms
for the upcoming network futuristic technology. There are still several of the aspects of the framework
that need to be worked on. Future work includes the development of effective countermeasures or counter
intelligence against more advanced network attacks such as GAN-based fingerprinting and inversion attacks.
It also includes the development of more scalable solutions using hicrarchical federated learning and more
advanced reinforcement learning techniques. Finally, the framework needs to be implemented using the real
testbed instead of the simulated environment to assess the performance of the framework in the real network
scenario.
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